
End not knowing

How to comply 
with certainty

V1.0



2

Introduction 
 
Compliance mandates are nothing new to 
!nancial services institutions and leaders 
in regulated industries.  

Achieving compliance with a workforce based from home is the new challenge, causing many to 
rethink solutions that were quickly deployed as the pandemic impacted globally on workforces.
 
While initially regulators eased requirements to enable institutions to adjust to changing 
circumstances, many – such as the FCA in the UK – are once more enforcing the capture of 
conversations between bankers and customers, even if the banker is working from home.
Leading institutions are looking to reduce the cost and complexity of compliance using a 
combination of people, process and technology.

7KLV�SDSHU�ORRNV�DW�KRZ�8QLȴHG�&DOO�5HFRUGLQJ�DQG�YRLFH�GDWD�DUH�FHQWUDO�WR�PHHWLQJ�FRPSOLDQFH�
mandates – from the practical answering of the need to record calls from anywhere, to knowing 
the customer through AI-enriched insights – and enabling continuous compliance through alerts 
DQG�ZRUNȵRZ�DXWRPDWLRQ�

Ending not knowing  
is the central tenet of  
continuous compliance.
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What’s inside
 
Why leaders are embracing UCR 4

A checklist for achieving compliant conversations 6

Can you compliantly capture all your conversations across  7 
dispersed end-points, platforms and networks? 

Can you compliantly store conversations? 7

Are your recordings encrypted? 7

Is your data protected by geographic redundancy? 7

Do you have a voice data retention policy in place? 7

Are you prepared for a legal hold request? 7

Who can access recordings? 8

Can you respond to regulatory requests in a timely fashion? 8

Are your recordings capturing critical metadata? 8

Will you meet PCI DSS requirements? 8

Does your solution proactively mitigate risk? 8

Does your solution help meet ‘know your customer’ (KYC) requirements? 9

'RHV�\RXU�VROXWLRQ�SURYLGH�59$V"� �

Can your compliant recording solution scale to meet demand? 9

&DQ�\RX�LPSOHPHQW�LQWXLWLYH�ZRUNȵRZV�DQG�UXOH�EDVHG�DXWRPDWLRQ"� �

'RHV�\RXU�8&5�VROXWLRQ�GHOLYHU�KLJK�TXDOLW\�WUDQVFULSWV"� �

'RHV�\RXU�8&5�VROXWLRQ�JR�EH\RQG�$Ζ�WUDQVFULSWLRQ"� �

ΖV�\RXU�8&5�SODWIRUP�SXUSRVH�EXLOW�IRU�FRPSOLDQFH"� �

Get started today 10
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Why leaders are  
embracing UCR

The cost of not complying with call 
recording regulations is not only 
ȴQDQFLDO�Ȃ�LW�FDQ�EH�GDPDJLQJ�IRU�WKH�
EUDQGV�RI�EDQNV�	�ȴQDQFLDO�LQVWLWXWLRQV�
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With home-workers utilizing mobile devices and a range of communications 
SODWIRUPV�VXFK�DV�0LFURVRIW�7HDPV�DQG�&LVFR�:HEH[��ȴQDQFLDO�LQVWLWXWLRQV�IDFH� 
the challenge of ensuring that conversations taking place across every phone,  
PC or tablet are in compliance with monitoring requirements. 

&DOO�UHFRUGLQJ�LV�QR�ORQJHU�DSSOLFDWLRQ�RU�ORFDWLRQ�VSHFLȴF�DQG�QHHGV�WR�EH�XQLȴHG�

%\�FDSWXULQJ�FDOOV�GLUHFWO\�IURP�WKH�QHWZRUN�ZLWK�D�8QLȴHG�&DOO�5HFRUGLQJ��8&5��VROXWLRQ�� 
ȴUPV�FDQ�FDSWXUH�FRQYHUVDWLRQV�IURP�PRELOH�GHYLFHV�DFURVV�ZLUHOHVV�DQG�Ζ3�FRQQHFWLRQV�� 
 
6KLIWLQJ�WR�D�FORXG�VROXWLRQ�IUHHV�ȴQDQFLDO�LQVWLWXWLRQV�IURP�WKH�UHVWULFWLRQV�RI�DSSOLFDWLRQ�VSHFLȴF�
DQG�LQIUDVWUXFWXUH�EDVHG�FDOO�UHFRUGLQJ�QRUPDOO\�FRQȴQHG�WR�FDOO�FHQWHU�HQYLURQPHQWV��8&5�R΍HUV�
a cloud-native solution that records directly from the network to complement remote working. 
&ULWLFDOO\��8&5�KDV�PLQLPDO�LPSDFW�RQ�XVHU�H[SHULHQFH�

�Ȋ:LWKRXW�H΍HFWLYH�UHFRUGLQJ�DQG�PRQLWRULQJ�FRQWUROV��WKHUH�LV�D�UHDO�ULVN�RI�ORVV�RI�
PRQLWRULQJ�DQG�VXUYHLOODQFH�FDSDELOLW\��DQG�WKH�DEVHQFH�RI�SURWHFWLRQ�WKURXJK�ORVV� 
RI�HYLGHQFH�WR�UHVROYH�GLVSXWHV�EHWZHHQ�D�ȴUP�DQG�LWV�FOLHQWV�RYHU�WUDQVDFWLRQ�WHUPV�� 
ΖW�LV�DOVR�YLWDO�WR�KHOS�ZLWK�VXSHUYLVRU\�ZRUN��KHOS�GHWHU�DQG�GHWHFW�PDUNHW�DEXVH� 
DQG�WR�IDFLOLWDWH�HQIRUFHPHQW�ȋ 

- FCA, 2021

��!-+.*'�,2��,'Ÿ#"���**��#!-0"',%�X���Y��,15#01�2&#�,##"�$-0H

Recording of compliant  
and crucial conversations 
 

From virtually any and every eligible end-point at 
a fraction of the cost of legacy hardware-centric 
DQG�DSSOLFDWLRQ�VSHFLȴF�DSSURDFKHV��8&5�LV�D�NH\�
FRPSRQHQW�RI�H΍HFWLYH�PRQLWRULQJ�IRU�DFWXDO�DQG�
intended market abuse 

Secure and compliant  
voice data management  
 

:LWK�RQH�XQLȴHG�UHSRVLWRU\�RI�YRLFH�GDWD� 
that is protected for compliance purposes 

Legal Hold  
 

Standard functionality that preserves important 
conversations for legal investigation 

Accelerated audits  
and investigations 
 

5HDO�WLPH�VHDUFK�FDQ�UHWULHYH� 
any recording instantly 
 

PCI compliant call recording  
 

With solutions to prevent the capture  
of sensitive information and meet  
PCI Data storage mandates 

Know your customer 
 

7KURXJK�NH\ZRUG�QRWLȴFDWLRQV�� 
VHQWLPHQW�DQDO\VLV�DQG�&50�LQWHJUDWLRQV 

Recorded Voice Announcement  
�59$��FRQȴJXUDWLRQ��
 

Announcements to let customers  
know the call is being recorded 

Recording & monitoring controls
 

Enable 100% compliance with  
policies and procedures 

Accurate record keeping
 

Accelerating dispute resolution  
and trade reconstructions with  
D�XQLȴHG�GDWD�UHSRVLWRU\
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:HȇYH�LGHQWLȴHG�NH\�DUHDV�WR�DFKLHYH�
FRQWLQXRXV�FRPSOLDQFH�Ȃ�ZKHWKHU�\RXU�
employees are texting, calling or messaging, 
QR�PDWWHU�WKHLU�ORFDWLRQ�RU�QHWZRUN�XVHG��

��!&#!)*'12�$-0�
achieving compliant 
conversations
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Can you compliantly capture all your conversations across  
"'1.#01#"�#,"M.-',21G�.*�Ž-0+1��,"�,#25-0)1R 
 
Companies need to be able to meet all compliance requirements, even while employees are working 
from home. Financial authorities, such as the FCA in the UK, no longer provide any exceptions to 
bankers working remotely: all conversations must be captured. Traditional legacy and application-
VSHFLȴF�UHFRUGLQJ�VROXWLRQV�GRQȇW�DGGUHVV�WKH�FRPSOH[LW\�RI�WRGD\ȇV�ZRUNIRUFH�DQG�FRPPXQLFDWLRQV��
8&5�R΍HUV�D�FORXG�QDWLYH�VROXWLRQ�WKDW�UHFRUGV�GLUHFWO\�IURP�WKH�QHWZRUN�WR�FRPSOHPHQW�UHPRWH�
working – operating independently to applications, with no impact on the customer or user. 

��,�7-3�!-+.*'�,2*7�12-0#�!-,4#01�2'-,1R 
 
8&5�XQLȴHV�FRQYHUVDWLRQDO�GDWD�LQ�RQH�VHFXUH�DQG�FRPSOLDQW�SODWIRUP��'HSOR\HG�JOREDOO\��WKH�FORXG�
platform allows data to be stored in the region of capture to ensure compliance with regional data 
sovereignty requirements. 
 
:KHQ�LW�FRPHV�WR�FRPSOLDQFH��SDUWLFXODUO\�LQ�WKH�ȴQDQFLDO�VHUYLFHV�LQGXVWU\��VWRUDJH�QHHGV�WR�DOORZ�
IRU�UHWHQWLRQ�SHULRGV�RI�VHYHUDO�\HDUV��5HJXODWLRQV�VXFK�DV�0L)Ζ'�ΖΖ�FDQ�UHTXLUH�FRPSDQLHV�WR�VWRUH�
their recorded conversations for up to 7 years, or even longer. Your compliance solution must 
have the storage capacity to securely store recorded conversations long-term. Cloud storage has a 
VLJQLȴFDQW�DGYDQWDJH�RYHU�RQ�SUHPLVH�VWRUDJH��DV�GDWD�VHWV�DUH�SURWHFWHG�ZLWK�DGGHG�JHRJUDSKLF�
redundancy to meet data and privacy regulations. 

�0#�7-3�.0#.�0#"�$-0���*#%�*�&-*"�0#/3#12R 
 
Legal hold requests can happen at any time. These events mandate the preservation of 
information, including recorded calls and texts, and can cause hassle for businesses  
LI�WKHLU�GDWD�LVQȇW�VWRUHG�LQ�D�XQLȴHG�UHSRVLWRU\��7R�FRYHU�OHJDO�KROG�UHTXHVWV��\RXU�
solution needs to have a feature to preserve recorded conversation to prevent  
deletion under any circumstances. This should override standard retention  
periods, the deletion of a user, or the expiration of overall storage periods. 

Are your recordings encrypted?
 

Captured conversations need to be protected. With conversations containing highly sensitive personal data, these 
recordings must be encrypted. And we don’t just mean in storage. Data should be encrypted in transit with transport 
layer security, as well as at rest.  

 
Is your data protected by geographic redundancy? 
 

To ensure stored data is fully protected, there should be redundancy measures in place to mitigate risk. On-premise 
solutions can’t compete with the ability of cloud platforms to deploy across multiple data centers within a geographic 
region. Platform loads can be spread across data centers to provide full redundancy across all elements, including 
storage. Organizations need to prioritize solutions that serve all the major geographic regions, while ensuring the 
GDWD�LV�VWRUHG�LQ�D�PDQQHU�WKDW�UHȵHFWV�WKH�FRPSOLDQFH�PDQGDWHV�DSSOLFDEOH�LQ�WKRVH�UHJLRQV��(VWDEOLVKLQJ�D�JOREDO�
standard saves time, money and management hassles, especially in the long run. 
 

Do you have a voice data retention policy in place? 
 

'HOHWLQJ�GDWD�RQFH�LWȇV�QR�ORQJHU�UHTXLUHG�LV�DV�HTXDOO\�LPSRUWDQW�DV�VWRULQJ�LW�VHFXUHO\�LQ�WKH�ȴUVW�SODFH��3DUWLFXODUO\�
ZKHQ�LW�FRPHV�WR�FRPSOLDQFH�ZLWK�UHJXODWLRQV�OLNH�WKH�*'35��ΖWȇV�YLWDO�WKDW�RUJDQL]DWLRQV�HUDVH�GDWD�ZKHQ�WKH\�QR�
longer have a legitimate purpose to store it. Your solution should include the option to set retention periods for 
UHFRUGLQJV�VR�WKH\�DUH�DXWRPDWLFDOO\�GHOHWHG�DIWHU�D�VSHFLȴHG�SHULRG�
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�&-�!�,��!!#11�0#!-0"',%1R 

Access to recorded conversations should be restricted to 
appropriate users for data protection, so your solution should enable 
 strict and secure permissions and team structures. The solution should  
enable data permissions to be managed to prevent the deletion, downloading  
and sharing of calls, where applicable. 

Make sure you can group users into teams and control who can listen to recordings within a 
team, such as only the compliance team. For best practice, users should only be able to access 
their own recordings and users outside a team shouldn’t be able to access recordings. 

To ensure data is transmitted securely, access to recorded conversations should be monitored 
and your solution should employ stringent password policies and granular permissions that 
control user access to system features, functionality, and recorded data. For extra security, 
access to content should be via tokenized sessions. 

��,�7-3�0#1.-,"�2-�0#%3*�2-07�0#/3#121�',���2'+#*7�$�1&'-,R 

5HJXODWRU\�UHTXHVWV�DQG�LQYHVWLJDWLRQV�QHHG�WR�EH�UHVSRQGHG�WR�LQ�D�WLPHO\�IDVKLRQ��5HDO�WLPH�
search and discovery make this easy – providing instant access to data in order to comply with 
audits or other requests for information. All recorded calls should be instantly available to 
search, replay, securely download, review, or delete on request. 
 

�0#�7-30�0#!-0"',%1�!�.230',%�!0'2'!�*�+#2�"�2�R 
 
5HJXODWRU\�DXGLWV�UHTXLUH�D�FRPSOLDQW�GDWD�VHW�WR�ZRUN�IURP��$V�SDUW�RI�WKHVH�SURFHGXUHV�DQG�
others – such as legal hold requests or dispute resolution – organizations are often required 
WR�UHWULHYH�DOO�FDOOV�IURP�D�VSHFLȴF�WLPH�RU�GDWH��<RXU�UHFRUGLQJ�VROXWLRQ�VKRXOG�WLPH�VWDPS�
DOO�FRQYHUVDWLRQV�DQG�DOORZ�VHDUFK�UHVXOWV�WR�EH�ȴOWHUHG�E\�GDWH�RU�WLPH�DV�ZHOO�DV�XVHU��&DOO�
metadata such as call participants, recording name, and any tags should be stored alongside a 
recording, in addition to any AI information.

�'**�7-3�+##2���
�����0#/3'0#+#,21R 

Compliant call recording also needs to consider PCI DSS requirements. Some information can 
be stored and used, but sensitive information such as cardholder data cannot be recorded. 
Your call recording solution must have the ability to prevent the recording of this information: 
redaction is not enough. You should be able to choose the right PCI compliance solution to meet 
the needs of your business. 

�-#1�7-30�1-*32'-,�.0-�!2'4#*7�+'2'%�2#�0'1)R 

Most industry regulations have been put into place in order to protect consumers and promote 
best practices. Your recording solution can actually be a useful tool for proactive improvements 
and risk mitigation when it includes voice AI. When calls are transcribed, keyword alerts can be 
put in place for the early detection of risky behaviour – deterring potential bad actors. When 
these words occur in a conversation, managers or supervisors will receive an alert with a link to 
the conversation in question. 
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�-#1�7-30�1-*32'-,�&#*.�+##2�`),-5�7-30�!312-+#0a�X���Y�0#/3'0#+#,21R 
 
Financial institutions must ensure that they know their customers and check that their funds 
FRPH�IURP�D�OHJDO�VRXUFH��<RXU�FDOO�UHFRUGLQJ�VROXWLRQ�VKRXOG�FDSWXUH�DQ\�FRQȴUPDWLRQ�
of a customer’s identity and the source of funds. Call metadata – including keywords and 
VHQWLPHQW�Ȃ�VKRXOG�EH�XVHG�WR�HQULFK�&50�UHFRUGV�DQG�JHQHUDWH�FXVWRPHU�VSHFLȴF�DOHUWV�

 
�-#1�7-30�1-*32'-,�.0-4'"#����1R 

5HFRUGHG�YRLFH�DQQRXQFHPHQWV��59$V��DUH�SOD\HG�WR�ERWK�FDOO�SDUWLHV�RQ�FRQQHFWLRQ�WR�QRWLI\�
SDUWLFLSDQWV�WKDW�WKH�FDOO�LV�EHLQJ�UHFRUGHG��)RU�FRPSOLDQFH�ZLWK�UHJXODWLRQV�VXFK�DV�*'35��
parties must consent to the recording of their conversation. 

��,�7-30�!-+.*'�,2�0#!-0"',%�1-*32'-,�1!�*#�2-�+##2�"#+�,"R 

To make sure you capture every single conversation, your recording solution will need 
to be scalable enough to cope with multiple concurrent recordings. Large multinational 
organizations may need to record thousands of conversations at once so your solution needs 
to ensure that all of these conversations are recorded. 

��,�7-3�'+.*#+#,2��-+.*'�,2�5-0)Ź-51�5-0)Ź-51�E�03*#M �1#"��32-+�2'-,R 

Automation shouldn’t stop at keyword alerts. To streamline processes within a business, your 
UHFRUGLQJ�VROXWLRQ�VKRXOG�LQFOXGH�DQ�RSHQ�$3Ζ�WKDW�DOORZV�\RX�WR�FUHDWH�LQWXLWLYH�ZRUNȵRZV�
and rule-based automation. These can automatically populate other business applications for 
increased productivity and visibility across operations. 

�-#1�7-30�����1-*32'-,�"#*'4#0�&'%&M/3�*'27�20�,1!0'.21R 

0RVW�FDOO�UHFRUGLQJ�VROXWLRQV�R΍HU�WUDQVFULSWLRQ��/RRN�IRU�VROXWLRQV�WKDW�SURYLGH�ȵH[LELOLW\�LQ�
the transcription services provider and that are embedded in the service at no additional cost. 
6HUYLFHV�R΍HU�YDU\LQJ�GHJUHHV�RI�ODQJXDJH�VXSSRUW��&ULWLFDOO\��\RX�VKRXOG�FRQȴUP�WKDW�WKH�
transcripts are presented in a format that is readable for humans and machines alike. 

�-#1�7-30�����1-*32'-,�%-� #7-,"��
�20�,1!0'.2'-,R 

AI and machine learning are used extensively to support transcription of speech to text. But 
GRHV�\RXU�8&5�SODWIRUP�GHOLYHU�$Ζ�DV�D�FULWLFDO�VROXWLRQ�IHDWXUH�Ȃ�GHOLYHULQJ��IRU�LQVWDQFH��UHDO�
WLPH�DOHUWV"�ΖV�WKH�$Ζ�HQJLQH�WUDLQDEOH�WR�PHHW�\RXU�VSHFLȴF�EXVLQHVV�QHHGV" 


1�7-30�����.*�Ž-0+�.30.-1#M 3'*2�$-0�!-+.*'�,!#R 

Most call recording solutions are built for customer sales and service in call centers. 
&RPSOLDQFH�XVHUV�KDYH�GL΍HUHQW�UHTXLUHPHQWV��UDQJLQJ�IURP�WKH�VWRUDJH�RI�
protected data sets to investigative tools that accelerate processes such as 
trade reconstructions. Choose a solution with compliance features  
such as Legal Hold and unlimited storage as standard.
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Turning conversations critical 
GDWD�IRU�FRPSOLDQFH��EXVLQHVV�
continuity, and productivity is 
LPSHUDWLYH�IRU�HQWHUSULVHV�

Get started 
today!
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Turning conversations critical data for compliance, business continuity, and 
productivity is imperative for enterprises. Capturing conversations directly from 
the service provider network and in collaboration applications, and aggregating 
WKDW�YRLFH�GDWD�ZLWK�8QLȴHG�&DOO�5HFRUGLQJ�DQG�YRLFH�$Ζ�LV�WKH�DQVZHU�

�3  #0�'1�2&#�5-0*"a1�n;��,'$'#"���**��#!-0"',%��,"�4-'!#��
�1-*32'-,�$-0�
!-+.*'�,!#��,"�-.#0�2'-,�*�#$$'!'#,!7F� 
 
'XEEHUȇV�IXOO\�FRPSOLDQW�VROXWLRQ�FDQ�EH�VZLWFKHG�RQ�ZLWK�D�FOLFN��DQG�LV�LQȴQLWHO\�VFDODEOH�LQ�WKH�
cloud – with no hardware requirements. Every conversation is captured automatically, stored 
VHFXUHO\�LQ�WKH�FORXG�DQG�DYDLODEOH�LQVWDQWO\�WR�UHSOD\��9RLFH�$Ζ�SURYLGHV�WUDQVFULSWLRQV��UHDO�WLPH�

Need help transforming your voice conversations into valuable data to meet compliance 
PDQGDWHV��GULYHU�RSHUDWLRQDO�HɝFLHQF\��LPSURYH�VHUYLFH�DQG�VDOHV�SHUIRUPDQFH��DQG�UHGXFH�FRVWV"�
 
�-,2�!2�31�2-"�7�$-0���!-,13*2�2'-,�5'2&�-,#�-$�-30�4-'!#�"�2��#6.#021� 
-0�4'1'2�"3  #0F,#2�

HIPAA
HIPAA is United States legislation that provides data privacy and 
security provisions for safeguarding medical information, including 
protected health information. HIPAA distinguishes between two 
types of organizations: covered entities (physicians, hospitals 
and pharmacies), and business associates (claims processors, 
contact centers and third-party billing companies), both of which 
are required to comply with data protection regulations. Any 
recordings containing medical information must be kept secure 
and encrypted and should be securely stored for 6 years and 
EH\RQG��5HFRUGLQJV�QHHG�WR�EH�NHSW�SULYDWH�ZLWK�QR�XQDXWKRUL]HG�
third-party access but must be available to replay at any time. 

GDPR
*'35�LV�DQ�(8�ODZ��GHVLJQHG�WR�SURWHFW�WKH�3HUVRQDOO\�ΖGHQWLȴDEOH�
Information (PII) of European residents. Businesses that collect 
this information must gain consent to this data being recorded. 
Any personal information should only be stored for as long as it is 
required, and should be deleted as soon as it is no longer needed, 
and all access to data should be monitored to create an audit trail. 

PCI DSS
The Payment Card Industry Data Security Standard (PCI DSS) 
requires members, merchants, and service providers that store, 
process or transmit cardholder data to ensure they do not store 
security codes or PINs and only store primary account numbers or 
FDUG�H[SLUDWLRQ�GDWHV�XQGHU�GHȴQHG�HQFU\SWLRQ�VWDQGDUGV� 

Dodd-Frank
The Dodd-Frank Act was passed by the United States government 
WR�SURPRWH�ȴQDQFLDO�VWDELOLW\�E\�LPSURYLQJ�DFFRXQWDELOLW\�DQG�
WUDQVSDUHQF\�DPRQJVW�ȴQDQFLDO�VHUYLFH�RUJDQL]DWLRQV��'RGG�
Frank introduced extensive record-keeping regulations for the US 
ȴQDQFLDO�VHUYLFHV�LQGXVWU\��LQFOXGLQJ�FDOO�UHFRUGLQJ�UHTXLUHPHQWV��
5HFRUGLQJV�PXVW�EH�VWRUHG�IRU�WKH�OLIHWLPH�RI�D�WUDQVDFWLRQ�SOXV���
\HDUV�DQG�PXVW�EH�UHDGLO\�DFFHVVLEOH�DW�WKH�SULQFLSDO�RɝFH�RI�DQ�
organization. Call metadata, including call parties, date, and time 
must be accurate. 

MiFID II
0L)Ζ'�ΖΖ�ZDV�SXW�LQ�SODFH�WR�UHJXODWH�ȴQDQFLDO�VHUYLFHV�
organizations. This legislation impacts any company or individual 
R΍HULQJ�ȴQDQFLDO�DGYLFH�ZKR�RSHUDWH�LQ�(8�FRXQWULHV��&DOOV�
FRQWDLQLQJ�ȴQDQFLDO�DGYLFH�PXVW�EH�UHFRUGHG�DQG�VHFXUHO\�VWRUHG�
for 5 or 7 years, depending on the country. Upon request, records 
and audit trails must be provided.
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